——
M '4 Mabile Ssz ity Ei*m

B e XA R A I IRIE R
Zi—A i SDK

L A) R A & F&Q

@WMEN BElZ &R
XS AR A V2.5
BT H 2021 4£ 7 H 19 H

Bl R
Chttp://www.msa-alliance.cn)


http://www.msa-alliance.cn/

MG A BB
NS

Maobile Security Alliance

B 75 B

AT AL B N AL A2 2 B fiE i #h 78 B AR IR IR R 48— AT SDK BT, B4
H 20 B BEA BN = B A R AR I TR A, 5 IS HIA SDK. &
B IF A&, G SDK AT 08, BIRMONEE C 1 i 52 2 R A BUN 7 B 1) 45 00
WA, LIRS T I e 7 W R SE A B VA DT AR 5 55

1. a0 Ae i #h 78 WA AR IR A R g8 — 1 1 SDK | v {5 Bl A5 B 7T e 28 2K
ZoimsLynE . B e BESRAL, MR EGE BEE R .
i AL BN AR B Bfl. K47 HAl. &REaifl ik SDK, g1l
Al BB, BLo. IRATE. AJF RS SDK, NSRS =58k SDK, A5
BEAT Z R, AFAIRT SDK B4R sl T HeAt ol 3%, n A SDK [ 28
=7 RAE S AR SDK ABL T RE .t i S o S S 0E A5 0F 7T e Or B B TU A TR
IR o

2+ FEENE RE L A S B AR IR RAKYE B Kk P (TAR) | Bl #
SR (MSA) BRAETHE R RHE (B2 a0 REL i #h 78 e AR IRAIE ) Tk, 7%
AR Re i A SR B R IR A R G — I SDK R midR kD, JFOIRE
AR ) T IR o

3. ARATEAAL B N A SDK SR AR IR B, AR bR IR B s #4740
M by Z5EdHAAT NET, NAEEE IR AT N AEME. AR, Btk
Mg S, FERBUHRE . a0 R AR RS T S 2800 (E B tEE . AURIRIE.
W= N SR TS VRIS AT N R AT AP E s E R, 59 EME
RIBEM R, JEME BB EH SO A RS EM EE . (A, BT BT A i
KT

4, FEEN R RE A 78 W AR IRAR R — IR F SDK | [ Bl A5 i 7L B 2= /K
Kum st = . A BRI E 5T SDK 1A AL 5 Hi4E Y, o e B
B 7MLk Chttp://www. msa—alliance. cn/col. jsp?id=120) 5B J7HEFE
(msa@caict. ac. cn) & HHIME—GIE KA SDK hRA . A, SCRYIIRE, (F1
MEARAN AL Ak B2 IR TE SR A SDK ¥ 5 rp [E(E BI85 7T e 28 /K 48 b S 0
B BB, AT .

v EE BB E AR
20203 H 17 H

Mo nly 2 4zl

Chttp://www.msa-alliance.cn)


http://www.msa-alliance.cn/

o e A
Mg A BrlEs B
4\}\ Mobile Security Alliance

—. F&Q
1. AT A& ah 3 e K im b 78 1% & hn iR AR R4t — 1 F SDK

th [ BIBEWF R B 28 /R & el = . BB 2 B R IT K K BE L a4k
ity P RIS — A SDK, RGN BN, P BhRE 3NN T K A GEY
Vi M RS 28 Re & i #h 78 W B b RAR &R, HEIEAH DG 55 o
2.  SDK szHiThfE

SDK #E& A AN [F] Zeu) P b e WA R R #2 0,  #250) B3 37 i ik SDK
Al BRI AR, A FER S AS [ ity i i 5 70 5 R A T & I
3. SDK 5| A0 E: ] @

SDK #: \J& H JE R, SDK ANFREUA{ER Z& ID (0AID. VAID. AAID) HI'E 7 HIH
FHER TS, EE L F AN ATEIREID, WAl A SDK.

4. SDK 3¢ um i

B SCRERAS
)y HMS 2.6.2 KULE
AN MIUT 10.2 KA FRRA
vivo Android 9 K& UA A
OPPO color0S 6 Kifi/r#E i, color0S 7 KU L4
RAE ZUT 11.4 JZ VA BRRAS
=i Android 10 fiA
ik Jk Android 10 fRA
L Android 10 fiA
N Android 10 A
A5 Android 10 KA
—n Android 10 fiiA
mig Android 10 fiA
FEFES i Android 10 A
Freeme 0S Android 10 fiA
fit3e CHAERED Android 10 kA
Realme color0S 6 KiB4rB s, color0S 7 LA E4% i
SR Android 10 fA
a4k

Chttp://www.msa-alliance.cn)


http://www.msa-alliance.cn/

MG A BB
NS

Maobile Security Alliance

IGEY SCRPRRAS

IR Android 10 fA
5. AZFFWWAELT

AN ST FE ) £ ity 15 % B R it FOAS TCYE RN 1D, 28l 22 4= Bk BR K R Sk Bl 2 v 1%
LR RIE R
6.  JF APP 2577 5 4n SDK 45, fERK “4i— A SDK” jn] @

4 APP 2572 Sh 2N, W RESAFAE BUG (Bl4n 24— SDK #: A A SDK, 1H 21X
SDK 75 3= APP W42 A4S SDK, JBAE APP i FH I i vl fecx = b)),  [EIn 3dE 22
5N NE BRI R EA T, SURE N _EATRAEAE APP 2557 32 NJE F SDK, 75
BERIMLIT KA GEIE W I184T . WA B IR ST KA, \] BLIA]
msa@caict. ac. cn KIZHBAE.

RIEAF B, AT AL NRE AU, Efl. KiT. B, f£
EEENPE SDK, A . B, Bk, —IRITE. AJF. MRk SDK, A5 {Eq]
E=TJ7PEEE SDK, AT IRk, ASFIH SDK B R 5 T H At m Mk
%, WA SDK (A58 = J7 #R At 5 A SDK AH LT RE .

7. DU ID X, SDK FREUIE M

PEAME—FRIRST (UDID) : HEAAME—REMFRIN, B8 28 P2 I AR 45 4 2 B A
=B, AT R AR PR IR SRR ES . AN IR =05 BN PR AL SR B
A, JoikiEid SDK FREL.

BE AW AAARIRAT (0ATD) : A CLERFTA N EIE MPRIREAT, 2308 e 4
KgrEvasha LB, TSNS, T PLE R SDK SRER B LIRS (&
B. kKD . IDH

TFREEZBEPRRRT (VAID) = HTIRE TR B bR IRAF, Wl fE M
P22t Az, ol TR I R B AN N 2 TR R4S ) DAL SDK ZREXE] 1D
fH.

B 42 B AR IRTT (AAID) = 3% =T N SRER I [ 44 e dn i, mTAE R
2P, W P GeitaE. TRl SDK SREUE] 1D fE.

DR 4 dm ANV AT B8 R SCRFER 43 1D AI3REX.
8. DU ID KK ikt

P4 ID Koy 64byte, LB 2 ERK.

OAID #& =7 :

N 1£e9a970-efbb—29e0-0bdd—f5dbbf751ab5

INK: eBee0f4b6b67cf8b
vivo: 9¢293b57bdf31a7271¢c48113dc0c217249aca2dcd98c¢8c¢5a55d5861002197¢0
OPPO: 24D7654BA68343DBSES1DD16697CAA5050d1e0e769d113a84794F6e8fceecash
9. R RELImN TR AR IR R E SDK FRAA AR ]
Mo e

Chttp://www.msa-alliance.cn)


http://www.msa-alliance.cn/

MG A BB
NS

Maobile Security Alliance
FE B B RE LU AN R BE R AR A RS SDK PRSP R E (M2 ayk) o (B
Pk A CRERMERRMA P A NE B RIPIE) SMGEREIA (R
AR MPNERZEH) FEFhREZRK. SDK Aax ER R fEEE, R
7 APP I FHIS SR I LA N $id, F T AR, ASBEATART P 455
BAAHIER . WA S, WA, T R 2 4 O
WA MK E R APR, HTHIW R LI 5
APP B4, HTHRRZE 4
WP REA TR, W RE D RESUT AR 225 S 1ERE T

TFRFE T BAT VPG I AS SDK n] BE#0 K B AOVAHE RS, il %€ {3 I A< SDK 3k
B ID I IR FABSR o

10, udid A4 SKEA R
udid ANXFEE =7 W R $RAEREE: O, Joykaid SDK 3REL .
11. oaid & /<] A 8

oaid fEEH ) WEEFSEE, HIRUEESH P RAMEENAF, EEG
oaid (A& . BRIXWFIE UL, WRIEARAEULEH “BE A% SR H 5] e i E
B, BRAREFEHEN NMEEEE oaid [HIIBES, WHETE I 5L,

oaid KM ETEM, ARELimANIZEAR, —MEHEIHEAIIRI oaid
GRIE null 844 0) , HB—MENERFAEEMERE ([iEd isLimited 21
RO HA RN EE FH oaid (MR E/REEEEIERERZE L) , HarmiM Tk
HRIFEAE, (HEE —Fh XS K AHERR G e A IR HI T A, FIRE, i e /2 —
T RESRIF R B AT SHER ID HTEEER P, R R ke 2H Ak
H,
12, vaid afar AW~ R — K&

vaid 7B 6] —% g [E—FF R ETE T, ANFES BB FEMAR, AS[F %
MY RIS A R —TF k& T AR, —F2iEId appid HIWr, AHE appid FRECE
B vaid #H[A], SR = FE B R B R B SO 3E 5 6 N 2 v FH B S 1)
appid, U1 vivo ik, —MEiEIL app B4 1E B HIW, A app B4 15 B FREE
1) vaid MH[E, RIS R A FRIES N appid.
13, appid a3k HL

appid TR EB S E B B &K & R4 R A A B R R BIA R Ky /M
B EE, BT ERAAR) w, AT EEE AN =7 MRS appide.
appid R 5 VAID FI3RECE L, A THB G NE—IFKE, WATFEIRI vaid 7]
MNEE., Bt RHE&E vivo Y appid.
14,  SDK fifi I /& 75 7 B

SDK /& 75 75 BEHEC M ER 1 2 R A 0, L8R &) AR EHCM,  RrA) 2 3R
vaid. aaid F5B2:) WG G TS IRE, B ] A A= 78 1R A 32 1 A I
15+ SDK &5 S RFR AL 4%

o) BE L i A 7e W AR UL e BALA A A, T HAE DA RN, X

e R R

Chttp://www.msa-alliance.cn)


http://www.msa-alliance.cn/

A e .
MISA Bri=2hed
v obDlle security 1ance
FEYIR WSCHY, BN IMESRIS R 3h B Re 2o um fh 7B 1 AR i o
16. supplierconfig. json Bt & XA WA &4 ?

supplierconfig. json XHFWNHFTLFHBELAENTE, HFTHE XN appid, FHHK
#l assets H3¢ FEPA],
17. iERHHEHAH

SDK 1. 0. 26 fA 5| NUEBAIGALH], 2% APP 4T LS, AN APP 4
Nt —ANMIEF S (B L4, cert. pem) , RAE WL I APP A BEIREL
D
18+ el i IE 1Y

WF P EEIAE example batch. csv J§ Ki%£F| msa@caict. ac. cn HiF, F =4
MG —ANEEL, BRI EDE R el HE 2RSS BRUGETA R
H—5, PRI AR R ER T TR .

19, HIEBPIG R NCE 4 7

W tE LR 4 B A

1) BENLRGH ] (HE) &5 IE;

2) BAWERFREESES NIEB XA FRNE, AFERATR

3) UETAIAPP BB ——X N, ANREIRA;

4) FHHTHEHFEMR (Instrumentation API) , NIFE#HaL#fE AH context A

TargetContext;

5) FEFRMEAT demo A N RIEY, SHIUEBHIMEM L. demo 4
FHERERFREL A8, Lka B, #HEHE R APP H
155 F HRAE FE TS
20, M HNTFHL oaid IR [A] 00000000-0000-0000—-0000-000000000000

EHFHAER P EH “BREITEREE” KRG, oaid K< E B N 00000000
0000-0000-0000-000000000000.

21, /NAETFHLRH, java. lang. NoSuchMethodException: getDefaultUDID
[class android. content. Context ]

ENHEREN—NHE, REHE, BARAMKE T, A=slERS M,
BCEH
22. HI “dynamic section has invalid 1ink(0) sh type: 0 (expected
SHT STRTAB) ” jA ik

XA EE FF S8 strip 8 17, XTHE—TNRUEH aar 1 so KNS
APK H1 so I R/NRE—E, A—Et 2o 7, mE R so TiE A A
AT, WA doNotStrip WA WELF, T5EAE app I gradle Bi%HE .

23, WEEHRIR “No implementation found for boolean
com. bun. miitmdid. core. MdidSdkHelper. InitCert”

XA A AR A N %7 e FE S 2R, 2% Demolelper, 7EH AT 72 SDK
Ml i

Chttp://www.msa-alliance.cn)


http://www.msa-alliance.cn/

iy, R .
MSA BRIz
4 obile Security Alliance
4 “System. loadLibrary ("nl11vm16238276717) ;" .
24, =R 10 PN Ear L, EERZWAEN
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W, SEBATIHRABIIELESEE Lo MRS IR I LT

#msa sdk JERVEHECE

—keep class com. bun. #*k {%:}

—keep class com. asus. msa. % {*;}

~keep class com. heytap. openid. ** {*;}

—keep class com. huawei. android. hms. pps. %% {*:}
—keep class com. meizu. flyme. openidsdk. s* {*;}
—keep class com. samsung. android. deviceidservice. %% {*;}
—keep class com. zui. ¥k {%:}

—keep class com. huawei. hms. ads. #*% {*; }

—-keep interface com. huawei. hms. ads. %% {*; }
—keepattributes *Annotation

—keep @android. support. annotation. Keep class s {
@android. support. annotation. Keep <{fields>;

@android. support. annotation. Keep <methods>;

}

(2) #5100, 10 JRAFRBE T —> helper 28, BT EEH A AH RS,
KNI AN RN A2 v SR (15 BT DAL 2 I o B R A

fiE I FEA0N KD B s BT R A
private int DirectCall (Context context) {
MdidSdk sdk = new MdidSdk() ;
return sdk. InitSdk (context, this);
}
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